
“We selected RSA enVision because it offered a superior

proof of concept when we tested it in our lab and because it

includes packaged compliance reports that allow us to easi-

ly implement compliance with industry standards.” 

Ryan Voloch, Data Security Analyst

Ensuring Compliance with Industry Standards

Capturing and analyzing log information has been a manual

and time-consuming process for regional supermarket chain

Giant Eagle. The pressures of complying with industry stan-

dards for safeguarding information drove the company to

evaluate alternative solutions. After a careful review of avail-

able technology, Giant Eagle selected a compliance and

security management solution from RSA, The Security

Division of EMC.

According to Ryan Voloch, Data Security Analyst for Giant

Eagle, “We need a technology solution that could help us

comply with regulations pertaining to the collection and man-

agement of security audit logs. After reviewing solutions from

ten vendors, we selected RSA enVision because it excels in

compliance reporting and because we had such an impres-

sive proof-of-concept experience when we tested RSA

enVision LS Series appliance in our facilities. The enVision

platform supports virtually all of our systems and was able

to store and work efficiently with unstructured data natively

without any filtering or data normalization, and it offered

out-of-the box reports that support our compliance 

requirements.”

Complying with the PCI Data Security Standard

Giant Eagle had been manually tracking log files to comply

with Sarbanes-Oxley (SOX) and the Health Insurance

Portability and Accountability Act (HIPAA), but this was a

very time-consuming process that was a major drain on IT

resources. When faced with compliance with Payment Card

Industry (PCI) Data Security Standard (DSS) requirements,

Giant Eagle recognized that it needed to invest in technolo-

gies that could help solve these problems while better

enabling the organization to improve security and ease

auditing over the long term. Giant Eagle reviewed alterna-

tive solutions and selected RSA enVision technology.

The PCI standard governs the safekeeping of consumer

credit card information throughout the entire information

lifecycle. It applies to any and all entities, whether mer-

chant or service provider that stores, processes or transmits

cardholder account and/or transaction information. One key

requirement within the standard is that organizations “track

and monitor all access to network resources and cardholder

data.” The existing manual log analysis process was insuffi-

cient for PCI compliance, and Giant Eagle—deemed a Level

1 merchant based on the number of credit card transactions

the company handles each year—needed a way to comply

with regulatory requirements for log security, retention,

backups and data integrity. Giant Eagle needed to ease the

audit process by establishing a centralized point for track-

ing and monitoring access to cardholder data throughout a

PCI environment.

“We needed the ability to efficiently consolidate vast

amounts of disparate log information from over 2,500

devices and applications from over 300 locations, 

and we needed the solution operational by June of 2006 to

meet PCI requirements,” explained Voloch. Giant Eagle 

set several goals for the implementation and wanted the

new solution to:

Giant Eagle
RSA enVision® platform helps Giant Eagle to comply with the PCI standard

The RSA enVision® platform helps Giant Eagle to

comply with the PCI standard, and also move

beyond the PCI audit by addressing other regula-

tory mandates. This allows this supermarket chain

to accelerate its business by improving overall

security effectiveness.

Acceleration



panies like Giant Eagle to archive and manage logs and

leverage EMC technology for storage options.

File Auditing Results in Saving $200,000

“RSA enVision’s powerful log analysis capabilities have

allowed Giant Eagle to monitor changes and avoid a

$200,000 investment we planned to make in a tool that

would analyze changes to detect unauthorized changes to

critical files,” said Voloch. He receives an automated daily

report from RSA enVision that highlights any changes to

security configurations for sensitive software applications

or devices being monitored, providing Giant Eagle with a

centralized safeguard for analyzing file integrity of auditing

logs. “When we make a change to a device or application,

an exception report is automatically generated and emailed

to my inbox,” he said. “For example, PCI requires us to

ensure the integrity of critical files, and now if anybody

makes changes to those files, we are centrally alerted and

can review our change control process to verify the change

was appropriate and authorized.”

Automated Reporting

Out-of-the-box reports were immediately configured for

HIPAA, SOX and PCI reporting, and 2,500 individual logs are

collected daily that log nearly 18 million events each day.

Security and compliance personnel automatically receive

daily analysis reports and all logs are stored for a minimum

of 13 months. “I get 30 different log reports emailed to my

inbox daily,” said Voloch. “Most are packaged reports that

allow us to easily monitor our security and compliance

reporting posture, but several are customized reports that

we developed through an easy-to-use interface to analyze

our security and compliance results on a daily basis.” 

For more information on Giant Eagle, visit

www.gianteagle.com

— Comply with current and future legal requirements

surrounding auditing security logs.

— Strengthen the internal log review process by utilizing

centralized reporting features and automated detection

capabilities.

— Collect security logs from dozens of types of devices

and applications.

— Enable additional secondary benefits such as an increase

in forensic and network monitoring capabilities.

— Be compliant and provide enterprise-wide logo manage-

ment within weeks to hit the PCI DSS deadlines.

Centralized Deployment

Giant Eagle deployed an LS Series RSA enVision at its data

center in Pittsburgh, and back-hauled log files from all loca-

tions. “RSA provided strong professional services support

and an engineer onsite for a week as we tuned the solution

to meet our needs,” said Voloch. 

RSA provides the only SIEM solution that delivers 100 percent

visibility into all compliance and security threats across the

entire information infrastructure—from switches and routers

to security devices, host assets, applications, servers and

storage. RSA enVision accomplishes this through the real-

time aggregation and analysis of All the Data™ from all net-

worked elements in its LogSmart Internet Protocol Database

(IPDB). With the use of RSA enVision’s baseline learning sys-

tem, Giant Eagle could see exactly what usual—or unusual—

patterns formed on the network, helping Giant Eagle to 

identify security threats at any of its locations.

RSA provides security solutions that radically simplify securi-

ty management by consolidating, normalizing and analyzing

data from complex infrastructure. This significantly improves

security effectiveness for Giant Eagle because IT can respond

faster to external threats and uncover internal ones by gain-

ing unified and comprehensive visibility over the network.

The RSA enVision LS Series appliance captures All the Data

from network, security, host, application and storage layers

across the enterprise. LogSmart IPDB analyzes both real-

time and historical data and presents information in views

and reports designed to meet the far-ranging needs of every-

one in the organization—from the IT department, to the

security department, to the compliance and risk officers and

executive management. RSA enVision is backed by the tech-

nology and market presence of RSA and EMC, and it is an

information management platform for logs that allows com-
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