
DatasheetPage 1

CORPORATE HEADQUARTERS 

AND SALES HEADQUARTERS 

FOR NORTH AND SOUTH AMERICA

Juniper Networks, Inc.  

1194 North Mathilda Avenue 

Sunnyvale, CA 94089 USA 

Phone: 888-JUNIPER (888-586-4737) 

or 408-745-2000 

Fax: 408-745-2100

www.juniper.net

EAST COAST OFFICE

Juniper Networks, Inc.  

10 Technology Park Drive 

Westford, MA 01886-3146 USA 

Phone: 978-589-5800 

Fax: 978-589-0800

ASIA PACIFIC REGIONAL 

SALES HEADQUARTERS

Juniper Networks (Hong Kong) Ltd.  

Suite 2507-11, Asia Pacific Finance Tower 

Citibank Plaza, 3 Garden Road 

Central, Hong Kong 

Phone: 852-2332-3636 

Fax: 852-2574-7803

EUROPE, MIDDLE EAST, AFRICA 

REGIONAL SALES HEADQUARTERS

Juniper Networks (UK) Limited 

Juniper House 

Guildford Road 

Leatherhead 

Surrey, KT22 9JH, U. K.  

Phone: 44(0)-1372-385500 

Fax: 44(0)-1372-385501

Copyright 2005, Juniper Networks, Inc. All rights reserved. 

Juniper Networks and the Juniper Networks logo are registered trademarks of Juniper Networks, Inc. in the United States and other countries. 
All other trademarks, service marks, registered trademarks, or registered service marks in this document are the property of Juniper Networks 
or their respective owners. All specifications are subject to change without notice. Juniper Networks assumes no responsibility for any 
inaccuracies in this document or for any obligation to update information in this document. Juniper Networks reserves the right to change, 
modify, transfer, or otherwise revise this publication without notice. 

Juniper Networks Secure Access Series
SSL VPN High Availability Clustering
Features At a Glance
Provides mission-critical availability and redundancy

• Multi-Unit Clusters and Cluster Pairs for high availability and 
redundancy across the LAN

• Multi-Site Clusters for high availability and redundancy across  
the WAN

• No user session interruption or loss of productivity in the rare event 
of failure

• No loss of productivity of user downtime in the case of system 
maintenance

• Stateful peering synchronizes:
 - User settings
 - System settings
 - User session

Best-in-class performance scalability
• Multiplies aggregate throughput
• Provides premium user experience with optimized response times
• Handles large volumes of users and resource-intensive applications
• Maintains performance in the case of burst traffic or exceptional 

usage patterns
Easy to install and manage

• Centralized management for multiple Secure Access Series products 
with Secure Access Central Manager, now part of the Advanced 
feature set

• No administrative involvement required in the rare event of failure

Meeting enterprise access infrastructure high availability 
requirements

Juniper Networks provides native high availability solutions, which are 
imperative for business-critical secure access infrastructure. Juniper 
Networks has designed a variety of high availability clustering options 
to support the SA (Secure Access) Series product lines, ensuring 
redundancy and seamless failover in the rare case of a system failure. 
These clustering options also provide performance scalability to handle 
the most demanding usage scenarios. Juniper Networks cluster options 
can be implemented for failover and performance scalability within 
a single site or across global deployments, offering enterprises a full 
range of options.

Flexible configuration options

The Juniper Networks Secure Access 2000, 4000 or 6000 can be 
purchased in different cluster configurations, allowing enterprises the 
flexibility to choose the configuration that best addresses their high 
availability, performance scalability, and site deployment needs.

Multi-unit clusters and cluster pairs

Secure Access 2000, 4000 or 6000 appliances can be purchased in a 
Multi-Unit Clusters or Cluster Pairs, to provide complete redundancy 
and expansive user scalability. Both Multi-Unit Clusters and Cluster Pairs 
feature stateful peering and failover across the LAN and WAN, so in 
the unlikely event that one unit fails, system configurations (including 
authentication server, authorization groups, bookmarks, etc.), user profile 
settings (including user-defined bookmarks, cookies, 

etc.), and user sessions are preserved. Failover is seamless, so there is no 
interruption to user/enterprise productivity, no need for users to log in 
again, and no downtime. Multi-Unit Clusters are automatically deployed 
in Active/Active mode, while Cluster Pairs can be configured in either 
Active/Active or Active/Passive Mode. Secure Access Cluster configurations 
are centrally managed for efficiency. Multi-Unit Clusters also feature user 
license scalability making it easy to add more users by adding another 
appliance to the multi-unit cluster. Multi-Unit Clusters on the Secure 
Access 6000, for example, enable the enterprise to scale to over 10,000 
simultaneous users. Juniper Networks’ Secure Access 2000, 4000 and 
6000 cluster configurations can work together to provide performance 
scalability, because the units in an Active/Active cluster configuration 
process requests in parallel at all times. This configuration, combined 
with an external load balancing switch, provides the exceptional 
aggregate throughput that is essential in the case of high user volume, 
exceptional usage patterns, or use of resource-intensive applications. 

In addition, Multi-site clusters allow Secure Access 2000, 4000 and 
6000 products to be deployed at different locations and even on 
different IP subnets, while maintaining state information by synching 
over the Wide Access Network (WAN) and operating on a single usage 
license. Multi-Site Clusters feature stateful peering and failover, so in the 
case of failover or new system setup, gateway settings, user bookmarks 
and other key information is replicated across the cluster. Secure Access 
Series Multi-Site Clusters can be centrally managed, greatly simplifying 
administration for multi-site deployments, while providing broad access 
and fault tolerance throughout the campus or around the world.
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