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Pointsec Protector simply regulates access and data for any  
plug-and-play peripherals

Executive summary 
Regulating the electronic �ow of information stored in a digital format has never 
been so hard. Most organizations have attempted to reduce the risk of data leaks 
from servers and networks with �rewall, intrusion prevention, authentication, and 
access controls. The mobility trend driving widespread use of laptops for remote 
and mobile computing has recently spurred the use of encryption solutions for 
protecting data on devices that may be lost or stolen. But now, a new risk is side-
stepping these controls�one that creates the opportunity for data to slip outside 
the protective net without detection. The culprit is any plug-and-play storage 
device attached to a stationary PC or laptop USB port.

The USB port enables use of many peripherals, including storage devices. Digital 
music players can host huge quantities of MP3 �les�and hold �les in any other 
format such as word processing, PDF, spreadsheet, database, photo, or multimedia. 
USB memory sticks do the same thing, albeit without the capability to play back 
stored multimedia. Digital cameras can store �les. So can cell phones, portable 
hard disks, personal digital assistants, and many other mobile devices.

The danger stems from operating systems that usually recognize and authorize 
any USB-connected storage device the instant it is plugged into an enterprise 
endpoint. This Achilles heel effectively makes all endpoints susceptible to data 
leaks. Danger can also �ow in the other direction when newly attached storage 
devices send virus-infected �les or malicious applications onto the endpoint 
device�and potentially throughout the enterprise network.

When data leaks out, the resulting glare of bad publicity often triggers consumer 
outrage, regulatory scrutiny, and/or punishment by �nancial markets. Civil and 
criminal convictions also may occur for individuals responsible for conditions 
leading to a leak in organizations subject to laws such as the Health Insurance 
Portability and Accountability Act (HIPAA), Gramm-Leach-Bliley, and Basel II.

The Check Point strategy for securing physical ports on enterprise-wide mobile 
devices is called Data Leak Protection. This strategy addresses a variety of risks 
affecting enterprise data security. This white paper explains how organizations 
can easily stop data leaks through storage devices attached to USB ports�or  
any other plug-and-play connection including Bluetooth, FireWire, WiFi, serial, 
or parallel ports. It describes parameters of the risk and how a solution called 
Pointsec Protector simply controls access and data for external storage devices 
plugged into PCs.
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USB ports: A new vector for data leaks
Organizations are under enormous pressure to do a better job securing enterprise 
and personal data. A continuous �ow of news stories shows that data leaks are 
widespread. According to the Privacy Rights Clearinghouse, more than 100 million 
records containing private personal information have been lost or stolen since the 
massive leak from ChoicePoint in 2005.1 Odds are the real number is higher due  
to reluctance by organizations to disclose data leaks or related problems with 
cyber security.

The public scrutiny, embarrassment, and �nancial and judicial penalties trig-
gered by data leaks have stimulated steady efforts to strengthen security. Among 
the �most critical issues� are data protection, compliance, data leaks, viruses 
and worms, and access control, according to a recent survey by the Computer 
Security Institute and the Federal Bureau of Investigation�s Computer Intrusion 
Squad.2 In addressing these issues, enterprises have discovered a requirement 
to deploy different solutions that solve particular vulnerabilities at each layer of 
the networked information system. Some of the most common security technolo-
gies include perimeter and desktop �rewalls, antivirus and anti-spyware software, 
VPNs, intrusion detection and prevention, encryption, and network access control 
(NAC) and authentication.

Enterprises are becoming aware of 
another signi�cant vector for data leaks 
that evades control by traditional layered 
security technologies: the innocuous 
USB port on endpoint devices.

USB stands for Universal Serial Bus, an 
interface standard natively supported 
by popular operating systems such as 
Microsoft Windows, Macintosh OS X, 
and Linux. The USB standard is intended 
to ease the interconnection of PCs and 
laptops with peripheral devices. Its hall-
mark is automatic recognition of any 
device that is plugged into a USB port 
without requiring a user to intervene with mouse clicks or keyboard commands. 
USB has become commonplace for keyboards, printers, televisions, home stereo 
equipment, video game consoles, and storage-related devices. Unfortunately, the 
technology that has streamlined the operational cost of interconnection also has 
become a critical point requiring the attention of security administrators.

The last category is a point of danger for data security because people constantly 
plug personal storage devices into their work PCs to upload music, wallpaper 
images, or transmit digital photos over the Internet. Their intent may be innocent. 
But the capability to also siphon off corporate data from an endpoint through a 
USB port onto a portable storage device places organizations at considerable risk 
of undetected data leaks and exposure to malicious �les.

1	See chronology of data leaks at www.privacyrights.org/ar/ChronDataBreaches.htm.
2	2006 CSI/FBI Computer Crime and Security Survey, Table 2 on p. 24 at http://i.cmpnet.com/gocsi/db_area/
pdfs/fbi/FBI2006.pdf.
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